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WELLINGTON 
The Customhouse, 1 Hinemoa Street, Wellington 
PO Box 2218, Wellington 6140 
Phone: 04 901 4500  Fax: 04 901 4555  All general enquiries phone: 0800 428 786  
Email: feedback@customs.govt.nz Website: www.customs.govt.nz 

 
 
 
30 June 2022        Ref: OIA 22-085 
 
 

 
 

 
 
By email:   
 
 
Tēnā koe  
 
Request for information under the Official Information Act 1982 
 
Thank you for your email dated 24 May 2022 to the New Zealand Customs Service 
(Customs), in which you request the following under the Official Information Act 1982 (the 
Act): 

1. The number of reports of integrity breaches by Customs staff in each of the years 
2017, 2018, 2019, 2020, 2021 and 2022 to date; 

2. The number of upheld integrity breaches by Customs staff in each of the years 2017, 
2018, 2019, 2020, 2021 and 2022 to date, also broken down by the type of integrity 
breach. 

3. A more detailed overview of each of the upheld integrity breaches in 2020, 2021 and 
2022 to date, including the circumstances and location of the breach and what action 
was taken in response; 

4. All reports and briefings regarding and/or discussing the threat of organised crime to 
staff integrity within Customs; 

5. The number of Customs staff currently on special leave after integrity complaints. 

Question one and two 

The number of reports of integrity breaches by Customs staff in each of the years 
2017, 2018, 2019, 2020, 2021 and 2022 to date; 

The number of upheld integrity breaches by Customs staff in each of the years 2017, 
2018, 2019, 2020, 2021 and 2022 to date, also broken down by the type of integrity 
breach. 

In response to question one and two of your request, I refer you to an attached document 
titled “Appendix one - The number of reports of integrity breaches and upheld integrity 
breaches by Customs staff” providing you with the number of reports of integrity breaches by 
Customs staff and the number of upheld integrity breaches by Customs staff broken down by 
type of integrity breaches in each of the financial years 2017, 2018, 2019, 2020, 2021 and 
2022 to date.  
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Question three 

A more detailed overview of each of the upheld integrity breaches in 2020, 2021 and 
2022 to date, including the circumstances and location of the breach and what action 
was taken in response; 

 
Customs has considered question three of your request and has concluded that providing 
details of a breach with a detailed overview, including circumstances and location, would 
present a very high risk of being able to identify the individuals concerned, both the 
respondent and the complainant. Therefore, this part of your request is refused under 
Section 9(2)(a) of the Act to protect the privacy of natural persons. 
 
Customs has considered the public interest arguments in favour of making this information 
available, however, it is considered that these interests do not outweigh the necessity to 
withhold the information. 

Question four 

All reports and briefings regarding and/or discussing the threat of organised crime to 
staff integrity within Customs; 

In response, Customs has identified two PowerPoint presentations in scope, regarding the 
threat of organised crime to staff integrity within Customs. I refer you to an attached 
document titled “Appendix two - presentations discussing the threat of organised crime” 
which contains two PowerPoint presentations titled “Security at Customs 21 Feb 22 ITO” and 
“(Updated) Cohort Integrity workshop Feb 2022”. These presentations are routinely used in 
the staff training context for both cohorts and other work groups as and when required. 

Question five 

The number of Customs staff currently on special leave after integrity complaints. 

As at 24 May 2022, there are no Customs staff currently on special leave or on suspension 
as a result of an integrity complaint. 
 
You have the right, by way of complaint to the Office of the Ombudsman under section 28(3) 
of the Act, to seek an investigation and review of this response. Information about how to 
make a complaint is available online at: www.ombudsman.parliament.nz, or you can phone 
0800 802 602. 
 
If you have any queries about this response, please contact Prasheeta Ram-Taki, 
Communications and Media Manager in the first instance on 029 357 0310 or 
Prasheeta.Ram-Taki@customs.govt.nz .  
 
Please note that Customs may proactively release the response to your Official Information 
Act request on our website – however, we would not do so for at least two months and your 
name and contact details would be removed. 
 
Nāku noa, nā 

 
Janine Foster 
Director Risk, Security and Assurance 
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Appendix one: Number of reports of integrity breaches and upheld integrity 
breaches by Customs staff in each of the years 2017, 2018, 2019, 2020, 2021 and 
2022 to date 

OIA 22-085  

2017/18: The following table shows the outcomes of the investigations into allegations of 
unacceptable behaviour by Customs staff and contractors/consultants engaged by Customs 
that were concluded in the 2017/18 financial year: 

Upheld  Not upheld  Withdrawn  Person left 
Customs 

Did not meet 
the 

threshold of 
misconduct 

11 4 3 4 5 
 

Where misconduct or serious misconduct was found, the particular types of unacceptable 
behaviour alleged are shown in the following table: 

Type of unacceptable behaviour alleged Upheld Not 
Upheld 

Actions which bring the Service into disrepute 1 - 
Inappropriate use of, or access to, Customs 
systems 5 - 

Inappropriate behaviour at work 2 1 
Knowingly making a false declaration 1 - 
Conflict of interest 1 1 
Attendance 1 1 
Failure to follow procedures - 1 
TOTAL 11 4 

 

When misconduct occurs and it is determined that disciplinary measures are necessary, these 
are meant to be corrective in nature rather than punitive. In some cases termination is justified 
and appropriate. The following table provides statistics on disciplinary action or sanctions 
during the 2017/18 financial year. 

Formal warning1 Termination (with or 
without notice) 

10 1 

The one termination during the 2017/18 financial year related to an employee who made a 
false declaration.  

Of the 10 warnings issued, six were classified as final written warnings. 

                                                           
1 A formal warning could also include one or a combination of the following: referral to Employee Assistance Programme or 
other professional assistance; removal of delegated powers; removal of privileges; transfer; demotion; non-eligibility for 
merit remuneration increase or one-off payment; change of reporting time or hours of work; or such other penalty decided 
by the Chief Executive. 
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2018/19: The following table shows the outcomes of the investigations concluded in 2018/19 
into allegations of unacceptable behaviour by Customs staff and consultants engaged by 
Customs. 

 

*The employee or contractor/consultant left Customs before the investigation was concluded  

Where the threshold for misconduct was met, the types of unacceptable behaviour alleged 
are shown in the following table: 

Type of unacceptable behaviour 
alleged 

Upheld Not upheld 

Actions or behaviour which did (or had the 
potential to) bring Customs into disrepute 

1 - 

Inappropriate use of, or access to, 
Customs systems 

2 – 

Inappropriate behaviour at work 7 – 
Knowingly making a false 
declaration/dishonesty  

1 – 

Inappropriate behaviour outside of work – 1 
Misuse of leave/attendance issue 1 – 
Misuse of drugs 1 1 
Failure to follow correct procedures 1 1 
Total  14 3 

 

When misconduct occurs and it is determined that disciplinary measures are necessary, these 
measures are meant to be corrective rather than punitive. In some cases termination is 
justified and appropriate. The following table provides statistics on disciplinary action or 
sanctions during the 2018/19 financial year. 

Formal warning2 Termination (with 
or without notice) 

11 1 

 

The one termination during the 2018/19 financial year related to the use of illegal drugs by an 
employee. Of the 11 formal warnings issued, one was classified as a final written warning and 
the remaining 10 were first written warnings. In the context of a workforce of over 1,300 
employees, these numbers are not statistically significant, and have not increased year-on-
year.  

Customs records all this information, giving us the opportunity to identify issues, trends, and 
lessons, and enabling the Customs Executive Board and our Assurance and Risk Committee 
to consider broader integrity, ethical, or cultural matters. 

  

                                                           
2 A formal warning could also include one or a combination of the following: referral to Employee Assistance Programme or other 

professional assistance; removal of delegated powers; removal of privileges; transfer; demotion; non-eligibility for merit remuneration 
increase or one-off payment; change of reporting time or hours of work; or such other penalty decided by the Chief Executive 

Upheld Not upheld Withdrawn Person left 
Customs* 

Did not meet the threshold 
of misconduct 

14 3 0 1 5 
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2019/20: The following table shows the outcomes of investigations concluded in 2019/20 into 
allegations of unacceptable behaviour by Customs staff and contractors/consultants we 
engaged. 

Type of unacceptable 
behaviour alleged Upheld Not 

upheld 
Did not meet 
threshold for 
misconduct 

Person 
left 

Customs* 
Total 

Inappropriate behaviour at work 7 4 5 1 17 
Inappropriate behaviour outside of 
work 3 1 1 – 5 

Inappropriate use of, or access to, 
Customs systems  1 2 – – 3 

Conflict of interest 1 1 – – 2 
Bullying – 2 – – 2 
Actions or behaviour which did (or 
had the potential to) bring 
Customs into disrepute 

2 – – – 2 

Misuse of drugs 1 – – – 1 
Failure to follow correct 
procedures – 1 – – 1 

Performance 1 – – – 1 
TOTAL 16 11 6 1 34 

 

When misconduct occurs and it is determined that disciplinary measures are necessary, these 
measures are meant to be corrective rather than punitive. In some cases termination is 
justified and appropriate. The following table provides statistics on disciplinary action, 
sanction, or outcome during the 2019/20 financial year, where the allegation was upheld.                                                                                                                                                                                                   

Formal 
warning3 

Letter of 
expectation 

Termination 
(with or 
without 
notice) 

Resignation Other 

9 3 1* 2 1 
*The employee or contractor/consultant left Customs before the investigation was concluded  

The one termination during the 2019/20 financial year related to a serious conflict of interest. 
One resignation related to a penultimate finding of serious misconduct for drug use. In the 
second instance the individual resigned following a finding of substance to the allegations but 
prior to a disciplinary outcome being determined.  The “Other” relates to substance being 
found regarding an allegation but where no respondent had been identified.   

Of the nine formal warnings issued, two were classified as verbal warnings, three were first 
written warnings and the remaining four were final written warnings. In the context of a 
workforce of over 1,500 employees, these numbers are not statistically significant.  

  

                                                           
3 A formal warning could also include one or a combination of the following: referral to Employee Assistance Programme or other 
professional assistance; removal of delegated powers; removal of privileges; transfer; demotion; non-eligibility for merit remuneration 
increase or one-off payment; change of reporting time or hours of work; or such other penalty decided by the Chief Executive. 
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2020/21: The table below shows the outcomes of investigations concluded in 2020/21 into 
allegations of unacceptable behaviour by our staff and contractors/consultants. 

Upheld Not upheld Person left 
Customs* 

Did not meet the threshold 
of misconduct 

11 11 1 - 
*The employee or contractor/consultant left Customs before the investigation was concluded. Included in Not 
Upheld  

When misconduct occurs and it is determined that disciplinary measures are necessary, these 
measures are meant to be corrective rather than punitive. In some cases termination is 
justified and appropriate.  

The table below shows statistics on disciplinary action, sanction or outcome during the 
2020/21 financial year, where the allegation was upheld. 

Formal 
warning 

Letter of 
expectation 

Termination 
(with or 

without notice) 

Resignation Other 

8 4 - - 2 

Three of the formal warnings also included a letter of expectation. The ‘Other’ incidents regard 
a seconded employee from another organisation and a situation where there was a one-off 
breach of process. 

Of the eight formal warnings issued, two were classified as verbal warnings, two were first 
written warnings and the remaining four were final written warnings. In the context of a 
workforce of over 1,500 employees, these numbers are not statistically significant.  
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2021/30 May 2022: The following table shows the outcomes of the investigations concluded 
in 2021 to May 31 2022 into allegations of unacceptable behaviour by Customs staff and 
consultants engaged by Customs. 

Type of unacceptable behaviour 
alleged Upheld Not 

upheld 

Did not 
meet 

threshold 
for 

misconduc
t 

Person 
left 

Customs* 
Total 

Inappropriate behaviour at work 2 2   4 
Inappropriate behaviour outside of 
work    1 1 

Inappropriate use of, or access to, 
Customs systems  3 1  – 4 

Conflict of interest    –  
Bullying    – – 
Actions or behaviour which did (or had 
the potential to) bring Customs into 
disrepute 

 2   2 

Misuse of drugs 1    1 
Failure to follow correct procedures      
Performance      

TOTAL 6 5  1 
12 

 
 

Formal warning4 Termination (with 
or without notice)* 

3* - 

*Of the 3 warnings issued, two were classified as final written warnings and one as first written warning 

 

                                                           
4 A formal warning could also include one or a combination of the following: referral to Employee Assistance Programme or 
other professional assistance; removal of delegated powers; removal of privileges; transfer; demotion; non-eligibility for 
merit remuneration increase or one-off payment; change of reporting time or hours of work; or such other penalty decided 
by the Chief Executive. 
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Integrity
Awareness 
Workshop

Appendix two - presentations discussing the threat of organised crime
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Integrity awareness

Today’s session will cover:

• What is Integrity?

• How to speak up if you have concerns

• The consequences of inappropriate behaviour

• What’s okay and what’s not okay 

Raise your hand at any time to ask a question or comment

1
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What is Integrity?

2
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What is Integrity?

• Trust

2
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What is Integrity?

• Trust

• Honesty

2
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What is Integrity?

• Trust

• Honesty

• Professionalism

2
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What is Integrity?

• Trust

• Honesty

• Professionalism

• Reliability

2
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What is Integrity?

• Trust

• Honesty

• Professionalism

• Reliability

• Doing what’s right

2
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What is Integrity?

• Trust

• Honesty

• Professionalism

• Reliability

• Doing what’s right

• Loyalty

2
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What is Integrity?

• Trust

• Honesty

• Professionalism

• Reliability

• Doing what’s right

• Loyalty

• Truthfulness

2
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What is Integrity?

• Trust

• Honesty

• Professionalism

• Reliability

• Doing what’s right

• Loyalty

• Truthfulness

• Unbiased

2
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What is Integrity?

• Trust

• Honesty

• Professionalism

• Reliability

• Doing what’s right

• Loyalty

• Truthfulness

• Unbiased

• 24/7

2
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What is Integrity?
Living Customs' values, especially We do what’s right (Te Ara Tika)

Our Code of Conduct sets out expected standards of behaviour:

1. Fair

2. Impartial

3. Responsible

4. Trustworthy

Maintaining trust and confidence in Customs (both internally & 
externally) 

Conflict of Interest declaration – it’s often about perception

24/7

3
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Know your Customs’ policies

• Code of Conduct

• Conflict of Interest

• Gifts and Hospitality

• Social Media Use

• Use of Customs Systems and Devices

• Alcohol at Work

• Protected Disclosures (Whistleblowing)

• Secondary Employment

4
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How to speak up if you have concerns

It’s safe to speak up
Tell someone:

1. Talk to your manager or any senior leader

2. Talk to a HR Advisor

3. Use the internal reporting form: Integrity Matters

4. Email Integrity@Customs.govt.nz

5. Report to our anonymous 24/7 Integrity Line (external service)

0800 835 269

5
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Consequences of inappropriate behaviour

• Notifications of inappropriate behaviour are triaged by the Integrity 
team and HR

• May trigger an investigation (fact finding) or be referred to an 
employment matters meeting

• What actually happened?

• Has there been a breach of the Code of Conduct?

• Where misconduct is found or the allegation is upheld, the 
disciplinary policy sets out the disciplinary process and potential 
outcomes

6
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Disciplinary process – potential outcomes

Depends on the seriousness of the employee’s actions:

• Letter of expectation

• Performance Improvement Plan (PIP)

• Training

• First written warning

• Final (second) written warning

• Dismissal

7
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The Integrity Committee

• Provides oversight of the integrity reporting and response process

• Provides assurance that integrity matters are addressed in a 
transparent, fair and timely manner

• Meets monthly to discuss trends and identify any improvements

• Chaired by Assistant Commissioner of Police (external 
representative)

• Other members are from within Customs (internal) representing a 
range of Customs functions and locations

8
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What’s okay and what’s not okay

Types of inappropriate behaviour (what’s not okay) can include:

• Sharing your access card and/or password with colleagues

• Leaving your screen unlocked when away from your computer 

• Deliberate misuse of leave 
(e.g. working a secondary job while on sick leave)  

• Having conversations in public about clients or Customs’ matters

9
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What’s okay and what’s not okay
• Integrity is not always black and white

• Sometimes there is no obvious right or wrong

• Situations and opinions are generally context specific

• Sometimes there can be mitigating circumstances

• Think about how things might be perceived by others 
(what impression might they get of you and/or Customs)

Integrity breaches are often a case of poor judgement, 
people doing dumb stuff. 

If you are unsure, ask someone!

10
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Appropriate Improper Unacceptable Criminal

INTEGRITY  BEHAVIOUR  CONTINUUM

Examples:

Showing dignity and respect to all
Treating information with care 

Questionable language and jokes
Making demeaning comments

Threatening or abusive 
behaviour directed at others

Offences under Crimes Act or 
Misuse of Drugs Act

11
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Scenario discussions

Discuss each scenario

• Where does it best fit on the Integrity Continuum and why? 

• What about the scenario makes it appropriate/improper 
/unacceptable/criminal? 

Think about: 
• What perceptions might arise from the scenario?

• What are the potential consequences?

• How might we address the situation? 

• Is there a Customs policy that applies?

Bring back your insights for sharing with the group

12
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Scenario 1

Kasey, a dog handler is asked to visit a local school to talk to 
students about drug awareness.

At the end of their presentation Kasey is given a $50 book voucher 
from the school.

On their return to the office, Kasey passes the voucher on to their 
Supervising Customs Officer, Sarah.

Sarah returns the voucher to Kasey and tells them to use it.

13
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal

14
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal
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Scenario 2

Danielo uses his Facebook account at home to keep up with friends 
overseas and to share photos. He has just received a message from 
a friend who has moved back to New Zealand. His friend asks what 
work he is doing and how he is finding it.

Danielo is feeling pretty stressed at work, and he doesn’t like the 
direction some of the policy is he working on is taking. He takes this 
opportunity to vent his frustration directly on the wall of his Facebook 
page.

15
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal

16

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



Scenario 3

Miley is finding the constant flow of jokes emailed around her team a 
bit annoying, and some of them are inappropriate, which is making 
her feel uncomfortable.

She casually mentions to her workmates that she finds the constant 
flow of emails distracting and she feels uncomfortable about 
receiving ‘dirty’ jokes.

When Miley returns to her desk she finds a further joke email.

17
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal

18

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82
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Where does the scenario fit?

Appropriate Improper Unacceptable Criminal
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Real examples of integrity matters at Customs
• Escorting family or friends through Customs processes at the

airport

• Falsifying a timesheet

• Sexting on a work phone

• Making inappropriate jokes at a meeting

• Reading sensitive documents left by the printer

• Having a glass of wine or a beer on a lunchbreak

• Using illegal drugs

• Using the sickbay to sleep off a hangover

• Having an affair with a colleague
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How to speak up if you have concerns

It’s safe to speak up
Tell someone:

1. Talk to your manager or any senior leader

2. Talk to a HR Advisor

3. Use the internal reporting form: Integrity Matters

4. Email Integrity@Customs.govt.nz

5. Report to our anonymous 24/7 Integrity Line (external service)

0800 835 269
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NEW ZEALAND CUSTOMS SERVICE

Security at Customs
Getting the basics right
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NEW ZEALAND CUSTOMS SERVICE

So what IS Security? (And what it Isn’t!)

Security is the condition achieved when our information 
is protected from disclosure, our people are protected 
from undue influence or subversion and our places and 
assets are physically secure and always available.

Security is an enabler – good security policy & practice 
allows us to do our work without interference from those 
who may have an adverse interest in our activities..

It’s NOT about stopping things from being done or 
beating people over the head with a security manual!!

The effectiveness of ALL security policies, 

processes, physical & information security 

compliance regimes rely almost solely on people..
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NEW ZEALAND CUSTOMS SERVICE

Security in General

Reporting of security incidents
• Immediately report any suspicious activity to

your manager and the Customs Security
team.

• Note as much information as you can about
the incident

• Who, When, Where, and What.
 If you SEE something; SAY something!!

 https://www.youtube.com/watch?v=IvTJ3cRzVbc
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NEW ZEALAND CUSTOMS SERVICE

Lawful  exchange of information
• Understand the legal authority (MoU, Legislation etc) that 

allows for the information exchange.

Unauthorised access / disclosure
• Insecure information, overheard discussions / phone calls. 

Loss or misappropriation of data
• Information used outside of legal authority to do so.

• Information removed from secure area (via CD, USB, 
email, hardcopy, mobile phone photos, etc) . 

Information Security
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NEW ZEALAND CUSTOMS SERVICE

IT & Cyber Security

• Cyber Security identified as one of 
the world’s biggest threats 

• GCSB identifies Customs as a 
‘high value’ Cyber Security target 

• We must all protect the system 
from external and internal threats
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NEW ZEALAND CUSTOMS SERVICE

Basic Security Measures

• Do not share access to your 
computer with non-Customs 
personnel

• Do not share your login ID or 
password with anyone

• Log-off or lock screen when 
you leave your computer

• Passwords must be changed 
every 90 days

• Do not write down your 
password.
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NEW ZEALAND CUSTOMS SERVICE

Social Media
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NEW ZEALAND CUSTOMS SERVICE
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NEW ZEALAND CUSTOMS SERVICE

SECTION

9
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NEW ZEALAND CUSTOMS SERVICE

And for New Zealand...
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NEW ZEALAND CUSTOMS SERVICE

• DO NOT disclose any Customs or government material 
that isn’t publicly available.

• DO NOT identify yourself as a Customs officer online.

• DO NOT identify other Customs Officers online.

Social Media
SLIDE TITLE
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NEW ZEALAND CUSTOMS SERVICE

• DO NOT use work computers 
to make comment on social 
media. This could potentially 
be a breach of the Customs 
Code of Conduct.

• Don’t disclose any Customs or 
government material that isn’t 
publicly available

If in doubt, you should always treat any 
social media forum as a public forum

Social MediaSLIDE TITLE
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NEW ZEALAND CUSTOMS SERVICE

Social Engineering

What is it?
 Social engineering is the art of manipulating people 

into performing actions or divulging confidential 
information, rather than by breaking in or using 
technical cracking techniques

 Social engineering is often performed by the attacker 
pretending to be someone they are not. 

 It is not just restricted to online activity. 
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NEW ZEALAND CUSTOMS SERVICE

SLIDE TITLE

Security issues and the New Zealand Customs Service14

Staying Safe On-line

#livingthedream
#outandaboutatwork
#lovemyjob
#customslove
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NEW ZEALAND CUSTOMS SERVICE Security issues and the New Zealand Customs Service15

Make it clear to others when your 
contribution is as a private individual, not 
a Customs representative
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NEW ZEALAND CUSTOMS SERVICE

Use of Customs Systems and DevicesSLIDE TITLE

Security issues and the New Zealand Customs Service16
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NEW ZEALAND CUSTOMS SERVICE

Computer Security (E-mail)

E-Mail Restrictions
• Do not use Customs e-mail for private 

business activities, amusement or 
entertainment.

• Do not send e-mail containing racist, sexist, 
threatening or other objectionable language.

E-Mail Safety
• Do not open unknown or unexpected         

e-mail attachments! Ever!
• Do not subscribe to personal mailing 

lists e.g. TreatMe, Facebook, TradeMe
• Think before you give out your work 

email address, (what will they do with 
your information)Rele
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NEW ZEALAND CUSTOMS SERVICE

Removable Media Security

• Do not use non-Customs 
provided  CDs, DVDs and 
especially USB sticks in 
Customs PC’s 

• Do not trust Media given to 
you, or found lying around

• Never connect a personal 
electronic device (Phones, 
Media Players etc) to any 
Customs IT device.

• Familiarise yourself with 
Customs Policies. 
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NEW ZEALAND CUSTOMS SERVICE

Security
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NEW ZEALAND CUSTOMS SERVICE

How we stay secure 
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NEW ZEALAND CUSTOMS SERVICE

Customs Information is Valuable!! 
What information would we have that 
is of interest?

Who would be interested in 
knowing?

• Sensitive Financial Data
• Operations information
• Intelligence
• How we target
• Classified information
• Personal information on 

customers
• Personal Staff information
• Trade and Tariff information
• Investigative & Surveillance
• SOP/OpsPro

• Local 
Criminals/Organised 
Crime Groups –
International and 
Domestic

• Terrorists
• Hackers
• Issue Motivated Groups
• Foreign Intelligence 

Services
• Disaffected employees
• Competitors
• Foreign StatesRele
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NEW ZEALAND CUSTOMS SERVICE

Protecting Documents

Types of Documents

Security 22
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NEW ZEALAND CUSTOMS SERVICE Security 24
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NEW ZEALAND CUSTOMS SERVICE Security 25
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NEW ZEALAND CUSTOMS SERVICE

SLIDE TITLE

Security issues and the New Zealand Customs Service26
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NEW ZEALAND CUSTOMS SERVICE

SLIDE TITLE

Security issues and the New Zealand Customs Service27
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NEW ZEALAND CUSTOMS SERVICE

Do you “Need to know”?

Need to know

Security 28
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NEW ZEALAND CUSTOMS SERVICE

SLIDE TITLE

Security issues and the New Zealand Customs Service29
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NEW ZEALAND CUSTOMS SERVICE

Types of ClassificationSecurity framework

Security 30

In Confidence

Sensitive

Restricted

Confidential

Secret

Top Secret

Policy & Privacy

National Security
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NEW ZEALAND CUSTOMS SERVICE

SLIDE TITLE

Security issues and the New Zealand Customs Service31
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NEW ZEALAND CUSTOMS SERVICE

How to send [SEEMAIL]

Security 32

Classification 
in the subject 
line

Must put 
this here
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NEW ZEALAND CUSTOMS SERVICE

Resources

» The Longroom
 Internet and email policy (SEC POL 04)
 Guidelines for Protections of Official Information
 Customs Security Policies

» Customs Security Officers
 – Senior Security Advisor
 – Cyber Security Advisor
 – Security Advisor

» Protective Security Requirements (PSR) –
www.protectivesecurity.govt.nz

Resources

Security1

s9(2)(g)(ii)

s9(2)(g)(ii)

s9(2)(g)(ii)
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NEW ZEALAND CUSTOMS SERVICE

Our Expectations:

You will:
 Comply with all Security Policies & Instructions
 Report all security incidents
 Report unusual activities
 Disclose any conflicts of interest
 Report any requests for favours or information on how we 

operate
 Protect Customs information and methods of operation; and 

not disclose this should you move on from Customs.
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NEW ZEALAND CUSTOMS SERVICE

BE SECURITY AWARE
 ALWAYS wear your IDs and challenge those who are not.
 LOCK any computers when you are away from your 

desk.
 DO NOT continue sensitive discussions outside the 

briefing/meeting room.
 PUT AWAY Official or Sensitive documents being left out 

for anyone passing by to see.
 Sensitive materials being destroyed inappropriately, such 

as not using a shredder.
 Challenge Staff ignoring security policies and measures.
 Non-Disclosure of Official Information
 ‘Out of Work’ behaviour including Social Media activities
 Approaches from those seeking favours
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NEW ZEALAND CUSTOMS SERVICE PRESENTATION TITLE

s6(c)

s6(c)

s6(c)
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NEW ZEALAND CUSTOMS SERVICE

Questions?
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